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sblaall e asle 6,las / Risk Overview

Overall risk: Critical - Total findings: 19 - Confirmed: 6

Severity Findings

z> / Critical

24334 / High
bsgia [ Medium

waasia [ Low
Slogles [ Info

ias y4& [ Unclassified

O/ N| ~lO| bl W

vedell / Summary

External infrastructure and web application assessment of internet-facing banking services.

cldl .l / Key findings
* Remote code execution in Apache Struts (S2-066): The application runs outdated software with publicly
known security flaws.

poasl) dgyme dial wlyd Lle goui dagad Slimass Gadadl Jamy @830 S3ad Lo coum @i oy 155 *

* SQL injection in /api/accounts/search: An attacker on the internet can read or change the application's
database, including customer data.

eMasll @l cll3 3 oy dglyass of Gedad] 0l acld 8ely8 i yidl e porlgall gibatug [SQL o> ©

* Broken access control: view any customer's statements: Any customer can view other customers'
private records by changing a number in the request.

el 3 8y bty cpy5T edlasy o3l @dlandl Lle g331 Juae ol el 1o BISU Ga¥l yé yalall g sall @

* Outdated OpenSSH with known vulnerabilities: Several systems are missing security updates for flaws
that attackers actively exploit.

Llob yganlgall Lt o132 duial olnasd delail Sue wd287 :olovaydl of Jubacll plad duedl olyasall ole

« Stored cross-site scripting in support tickets: A user can plant code that runs in the browsers of other
users, including administrators.

09 33 ppositunll Olmbaia 5 Josi 8y ¢33 (presdeiasall al g 10555ll gbloall s Lol domaydl o
0909 8wall

LLisVI 9Uas / Engagement scope
Client: ACME Bank
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Testing period: -

In scope Engagement type

netbanking.acme-bank.example domain

loans.acme-bank.example domain
10.20.0.0/24 | cidr

Out of scope Engagement type
10.20.9.0/24 | cidr

arngioll axlosi / Methodology coverage

Checklist

Tested

Passed

Failed

%

OWASP Top 10 (2021)

7/24

29

il jasls / Findings summary

# | Name
1 | / (Remote code execution in Apache Struts (S2-066
dbgyma wlydl Lo g @108 2y 55
SQL ;d> / SQL injection in /api/accounts/search
SQL injection in login form
s'Broken access control: view any customer
LY a¥l ye yalall g yall / statements
5 | Outdated OpenSSH
6 / Outdated OpenSSH with known vulnerabilities
Olsmasdl of Jupadl alad dua¥l olpasdl ol
7 / Stored cross-site scripting in support tickets
35all glsall yie dpad] donad
8 | ddgaSa duyls] dg>lg / Exposed Jenkins dashboard
eyl e
9 | ylol wluugyi wlue / Missing HTTP security headers
HTTP
10 | SMB g845 blywul sac / SMB signing not required
11 clawl (a5 / User enumeration on login page
o Stuall
12 | Weak password policy
13 | peos/ (Weak TLS configuration (TLS 1.0/1.1 enabled

SSL/TLS w¥gSgigy oo dagad wilylas]

Severity

Critical

Critical
Critical

High

High
High

High

Medium

Medium

Medium

Medium

Medium
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Status Affected asset

Open 10.20.0.21
Open 10.20.0.10
Open 10.20.0.10
Open 10.20.0.10
Closed 10.20.05
Open 10.20.05
Open 10.20.0.10
Open 10.20.1.40
Closed 10.20.0.30
Open 10.20.2.15
Open 10.20.0.10
Open 10.20.0.10
Open 10.20.0.30




14

bliydl 4y yei ala / Cookie without Secure flag Closed

Samesite o HttpOnly of Secure sailas g duldal)

10.20.0.30

15 | Directory listing enabled
16 w2e Ju=di [ Directory listing enabled on /static
Olalall Bligisa
17 / Verbose error messages disclose stack traces
usSall gig dendi elas i Jilay
18 zdaw &> ] / Open port 3389 (RDP) on jump host
eyl le (RDP) auedl casall
19 Slaydl ylas] is [ Server version disclosure

Sloasdl sl g_,e

Open portal.acme.exampl
Open i 10.20.0.30
Open 10.20.0.21
Open 10.20.2.15
Open 10.20.0.5
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s ludl Juolas / Detailed findings

1. Remote code execution in Apache Struts (52-066)

dgyma wydd Lo goio @118 2y 55e

Severity CVSS v3 Status Affected asset
9.8 | Open 10.20.0.21 (https-alt 8443/tcp)

CVE: CVE-2023-50164

Description
The legacy loan-portal runs a vulnerable Apache Struts version that allows path traversal in file upload
leading to remote code execution.

o gll
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Remediation
Upgrade Struts to 6.3.0.2 or later. Restrict upload handling until patched.

dolaall
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2. SQL injection in /api/accounts/search

Severity CVSS v3 Status Affected asset
9.8 | Open 10.20.0.10 (unknown 443/tcp)

Description
The q parameter of /api/accounts/search is concatenated into a SQL query. An unauthenticated attacker
can read the full customer database.

SQL >

o)l
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oMzl deiy 305 o lgall gebriny SQL jai 8 83ila pasciwall @M3a0 gosy @l Bacld Slodatawl Fadadl i
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bl sacld psls Lle Laad

Remediation
Use parameterised queries for all database access and add server-side input validation. Re-test after
deployment.

dolaall

539 (Ul 51el8 wleleszal guax 3 dial ORM 511 o (Prepared Statements) lgall @lodazadl paseial
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3. SQL injection in login form

Severity CVSS v3 Status Affected asset
- | Open 10.20.0.10 (unknown 443/tcp)

CVE: CVE-2021-1111

Description
The username parameter is concatenated into SQL.

Remediation
Use parameterised queries.

References: https://owasp.org/Top10/A03_2021-Injection/

4. Broken access control: view any customer's statements

SBISY a3l yé skl g sall
Severity CVSS v3 Status Affected asset
6.5 | Open 10.20.0.10 (unknown 443/tcp)

Description
Changing the accountId in /statements/{id} returns statements of other customers (IDOR).

ol

pasciuall (o @il e Gasedl 9o OMond] Juaond) witwall ol wlusd] @8y Jao il o S8 3ma Gl pasiia
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Remediation
Enforce object-level authorisation on every request; derive the account from the session, not the URL.

dolaall

b))l o adlol dgadl of ausizually e pdazl ye ol Jpamzy i (IS 1S) pslsdl e Laysidll oo ghodl b
b (Soutll ad> Shlusl oy Joo sl &l wlylas! boly ddlo] ¢lbs dabS feasl) Al yé wlbin pasal o]yl
Jeodll

5. Outdated OpenSSH

Severity CVSSv3 Status Affected asset
- | Closed 10.20.0.5 (unknown 22/tcp)

CVE: CVE-2016-6210, CVE-2018-15473

Description
OpenSSH 7.2 has known vulnerabilities.

Remediation
Upgrade OpenSSH.

6. Outdated OpenSSH with known vulnerabilities
Slomaydl ol Judad] pllad &aa¥l ol olé

Severity CVSS v3 Status Affected asset
8.1 | Open 10.20.0.5 (unknown 22/tcp)

CVE: CVE-2024-6387

Description
OpenSSH 8.9p1 on the VPN gateway is affected by the regreSSHion race condition.

o gll
3y dale IMaal 3 85 ol y22) oMo led Loy (sadl 8ac 3o 3300l Lo yaol daol eilisand 3 3as Il Abzai
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S
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Remediation
Upgrade OpenSSH to 9.8p1 or apply the vendor patch; set LoginGraceTime 0 as a temporary mitigation.

i 2l

ddae (50 Liled Alatuall ool yaal) CISA aygd b d saall ool il g o ysdly dlaall 4al Iy dadll olyasdl 3
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7. Stored cross-site scripting in support tickets
G35l gBlgall yue doadl doaydl

Severity CVSS v3 Status Affected asset
7.6 | Open 10.20.0.10 (unknown 443/tcp)

Description
Ticket subjects are rendered without output encoding in the agent console, allowing session theft of
support staff.

ol

S 2203 oy S ol 38 ol yiall 3s05 03 T peesciual B>Y o9 @ peasciuall s gls g @bl basd
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Remediation
Encode output by context and add a strict Content-Security-Policy.

dou)lnall
B sl dyo 3 A S0yl plasiialy E3all Sl ad oy b0 IS 5 Bl cosliall @yl Sua 3 o

Lyl Gy yei lals bablg (il dadas (CSP) ggimall glol duslows cablg @iioa HTML .5 8laly diucall o gadll
HttpOnly deo sy dulall dolsdl

8. Exposed Jenkins dashboard
e ysill Lle 48948 dyylal dglg

Severity CVSS v3 Status Affected asset
6.5 | Open 10.20.1.40 (http-proxy 8080/tcp)

Description
Jenkins is reachable from the internet with anonymous read access to job configuration.

Umbra - Confidential - SAMPLE — Acme Bank external penetration test



ol

(S Basg of goumall 8yl] plad dalsdl dgalgll of Gacdadll Byla] dg) Yo Byladl wlgaly I ciysdl oo Jaogll oSas

Al 83ls] dodo ol UL Bacld
S
sl g 8yl @81yl puiang Bylayl Oliseays wilyad Mg yosall olalS cpuased 3ol Bas olga gl sia xual

Remediation
Restrict access to the VPN and disable anonymous read.

i 2all
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9. Missing HTTP security headers

Severity CVSS v3 Status Affected asset
54 | Closed 10.20.0.30 (https 443/tcp)

Description
HSTS, Content-Security-Policy and X-Frame-Options are not set.

HTTP ;lol eiluggyi ol

o gll

9 X-Content-Type-Options: nosniffg Content-Security-Policy Jia d2iladl ;L¥l esluggyi osbloed! faass o
bl 8 Gla> &b olol duygys IS agas Referrer-Policy

S
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Remediation
Add the headers at the reverse proxy.

dolaall

Referrer-Policy: strict-origin-when-cross- ¢ X-Content-Type-Options: nosniffs Content-Security-Policy casl

Lgo8 18 duleddl yuisly (Jasll b 5 ol gl p3ls le Permissions-Policy g origin
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10. SMB signing not required

Severity CVSS v3 Status Affected asset
6.8 | Open 10.20.2.15 (microsoft-ds 445/tcp)

Description
The file server does not require SMB signing, enabling NTLM relay attacks inside the network.

SMB 2,855 bl ysl pac

o gll
Jasd o gilg gBguall Bylall ye B33l SMB Jiluy of ed gl oy . Biluyl 287 ¢ 99 SMB wilasl Windows 83gs1 s
S

33g>30 oda I dhagulall @slaall ©bly 3ty NTLM @Bslaa) Lo sl pgana duasd dls il dSad] Ll @ lgall pubaia
Agladl 8 yodl JI W o35y lan ol @uly wililall J] Joooll of salsl i

Remediation
Enforce SMB signing through Group Policy.

i 2l

Microsoft network server/client: Digitally) dc ganall zgi je Jasll cslasag pslgsdl guan e SMB 2845 b yual

olalall pslgs g Jlowally @S>l Basg l2ay ((sign communications (always

11. User enumeration on login page

Severity CVSS v3 Status Affected asset
5.3 | Open 10.20.0.10 (unknown 443/tcp)

Description
Different error messages reveal whether a username exists.

ol
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Remediation
Return one generic error message and add rate limiting.

i 2l
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12. Weak password policy

Severity CVSS v3 Status Affected asset
- | Open 10.20.0.10

Description
Domain allows 8 character passwords.

Remediation
Require 14 characters.

13. Weak TLS configuration (TLS 1.0/1.1 enabled)
SSL/TLS & gSaigy pa dagad wlslaso] acs

Severity CVSS v3 Status Affected asset
59 | Open 10.20.0.30 (https 443/tcp)

Description
The marketing site accepts TLS 1.0 and 1.1 and CBC cipher suites.

ol

sedleall B > gaua as5 @g dgyme hnd bla le wlyliodl 0ia gauad TLS 1.1 5l TLS 1.0 of SSLV3 dassJl L
PCIDSS Yo a4l

S
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Remediation
Disable TLS < 1.2 and CBC suites; prefer TLS 1.3.

dsdlsall

TLS J 1Syl @0olS5g eMasll pes oo seeral] 189S TLS 1.3 TLS 1.2 1y b praslg TLS 1,19 TLS 1.0 SSLV3 Jlac
1.2

14. Cookie without Secure flag
SameSite of HttpOnly of Secure oilas ;o dudsll bliydl Gy ysi wle
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Severity CVSS v3 Status Affected asset
3.1 | Closed 10.20.0.30 (https 443/tcp)

Description
The lang cookie is set without the Secure attribute.

ol
HttpOnlyg (dnid HTTPS y.e Luyi) Secure :y:ST ol suslg dylas dols oo dudadly o3l blaydl oy yes dale bl
(28190l ye oLl oo Juys ¥) SameSite (domoydl Jogadl 0585 ¥)
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Remediation
Set Secure and SameSite on all cookies.

dsdlsall

31yl cass 13 Strict of) Lax=SameSite 5 HttpOnly s Secure silasdl dudadl ol bLiydl Gy yes ble sl
oSal lazes> -Host__ @5sWl assuilg o Jasll

15. Directory listing enabled

Severity CVSS v3 Status Affected asset
- | Open portal.acme.example (https 443/tcp)

Description
Directory listing shows internal files.

Remediation
Disable autoindex.

16. Directory listing enabled on /static

Severity CVSS v3 Status Affected asset
- | Open 10.20.0.30 (https 443/tcp)

Description
Directory listing reveals file names.

Olalall Gligisa ose Sl

ol
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Remediation
Disable autoindex.

dolaall

s autoindex off ol Apache ° Options -Indexes Jaa) cagll psls wlslae] O Olalonal) E5ELIN dun ygall Jac
Aale sS5 of com ¥ 3l wlalall Bislg (nginx

17. Verbose error messages disclose stack traces
usSall gig dlundi slasf Jilay

Severity CVSS v3 Status Affected asset
5.3 | Open 10.20.0.21 (https-alt 8443/tcp)

Description
Unhandled exceptions return full Java stack traces.

oyl
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Remediation
Use generic error pages in production.

dsdladll
doiib a3l e AlalS)l Jeolad] J5ng 92 50 @3y 2o dale clbas| wlodo scly oYl dzg b ot oo Jlac

18. Open port 3389 (RDP) on jump host
csy53 Lle (RDP) sunl Sl b 4]

Severity CVSS v3 Status Affected asset
- | Open 10.20.2.15 (ms-wbt-server 3389/tcp)
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Description
RDP is reachable from the internal user network.

Lé.os.”
5T ol s>lg Slexr e oyl e (TCP 3389) suadl Sl s JoS i I Joooll Say
SN

slazed ©lilug yosall wlals EY-C AW sl wlegasa 6.\J LEM g]g‘)“ Jyos][ @_).b ‘).ISi % 348l RDP 423

.RDP CJ|)§39 ﬁégwl

Remediation
Limit RDP to the admin VLAN.

il

Network Level byixl . Jolgell 8sasi0 @8slaall ga a2) e Joog dles of VPN yie Jgooll 3899 iyl oo RDP 3
332 M el coasadl ki le bdl> g Authentication

19. Server version disclosure
Olaasdl oldy 3 clovaydl ylao] bas

Severity CVSS v3 Status Affected asset
- | Open 10.20.0.5 (unknown 22/tcp)

Description
The SSH banner discloses the exact version.

o)l

SSH lao] dlulus ol Server: Apache/2.4.49 Yz lugs sy LMl b 358l o3laoly pall sl wloss] sy
SN
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Remediation
Hide version banners where possible.

dodlaall

eadly (nginx s server_tokens off ol Apache s ServerTokens Prod Jio) sl ool clasy wleasdl sl
loaydl cgand e Bl el e
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